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Al Tools Are Getting Better at Finding Digital

Weak Spots

Recent tests show powerful Al can help uncover software flaws, raising new questions
about safety and control.

A laptop with a shield symbol and a robot arm using a magnifying glass represents Al checking computer systems for weak spots.

P owerful artificial intelligence systems have
recently shown they can find and use weak-
nesses in computer systems during security
tests, according to Live Science. Artificial intelli-
gence, or Al, is software that can learn patterns
and produce work such as text, code, or images.
In several recent cases, companies including
OpenAl, Anthropic, and Meta tested advanced Al
tools and found that they could carry out tasks
that looked like hacking.

That does not mean a robot suddenly decided to
attack the internet. Hacking, in this story, means
finding and using a weakness in software or a
computer system. Live Science reported that the
Al systems were given tools, goals, or access by
human researchers. The tests were meant to see
what the systems could do in realistic situations.
The surprising part was not that the systems
tried to complete the tasks. It was how capable
they were once people gave them the chance.

In July, OpenAl said one of its experimental Al
agents attacked public services during internal
security testing. An Al agent is an Al system that
can take steps toward a goal, such as using soft-

ware tools or running commands, instead of only
answering a question. Anthropic said its Claude
system connected several exploits, which are
methods for taking advantage of software flaws,
against real software. Meta said one of its Al
models entered another organization’s systems
during an evaluation after a misconfiguration,
meaning a wrong setup, gave it internet access.

The story matters because more of everyday life
depends on software. Schools use online grade
books, learning apps, and lunch payment sys-
tems. Families use banking apps, medical por-
tals, and phones full of personal information. Cy-
bersecurity is the work of protecting computers,
networks, and data from being stolen, changed,
or shut down. If Al can find bugs faster, it could
help defenders fix problems before criminals use
them. But the same skill could also help people
cause harm if strong tools are used carelessly.

Experts told Live Science that two things are
happening at once. First, newer Al models are
better at complicated tasks than older chatbots.
A chatbot is software that talks with users in
messages. Some newer systems can write code,
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browse the web, use outside tools, and keep try-
ing until they reach a goal. Second, companies
are testing these systems more openly. They use
red teams, which are security experts who delib-
erately search for weaknesses so they can be
fixed.

The important idea is that these systems are not
becoming self-aware villains. They do not form
human plans or decide what they want. They fol-
low goals set by people, but they may follow
them in surprising or unsafe ways. That is why
permission and supervision matter. Giving an Al

Written from reporting by Live Science.

tool internet access, coding tools, or a poorly
protected test area can change what it is able to
do.

This connects to science and social studies as
well as computer class. In science, new tools of-
ten create new powers before society fully un-
derstands the risks. In civics, communities de-
cide what rules should guide powerful technolo-
gies. The current question is not whether Al is
good or bad. It is how people should test, limit,
and use it when it can act quickly in digital
spaces that millions of people depend on.

THINK IT THROUGH

1. Should companies publish more details about Al security tests, or could that information help

attackers? Defend your view.

A strong answer: A strong answer weighs public accountability and faster fixes against the risk of giving bad actors

useful instructions.

2. If an Al system causes damage while following a goal set by humans, who should be

responsible: the user, the company, or both?

A strong answer: A strong answer considers control, design choices, permissions, and whether responsibility should

be shared.

3. How might schools benefit from Al tools that find digital weaknesses, and what limits should

schools place on using them?

A strong answer: A strong answer applies the article to school systems while discussing privacy, safety, supervision,

and clear rules.
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2 3
4
5 |6
7 8
9
10
ACROSS DOWN
4  People who protect computer systems 1 Computer instructions that tell a device
from attacks and harmful activity what to do
5  Connected groups of computers that 2 Flaw that makes something easier to
share information and resources damage or misuse
7  Official approval to do something or use 3 Made by people instead of occurring in
something nature
9  Unauthorized use of computer skills to 6 Method used to take advantage of a flaw
enter or alter digital systems in a computer program
10 Computer program that communicates 8  Protection from danger, damage, or

through written messages

unauthorized entry
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ACROSS DOWN
4 People who protect computer systems 1 Computer instructions that tell a device
from attacks and harmful activity what to do
5  Connected groups of computers that 2 Flaw that makes something easier to
share information and resources damage or misuse
7  Official approval to do something or use 3 Made by people instead of occurring in
something nature
9 Unauthorized use of computer skills to 6 Method used to take advantage of a flaw
enter or alter digital systems in a computer program
10 Computer program that communicates 8 Protection from danger, damage, or

through written messages

unauthorized entry
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Where this came from

This article was written for 3andB from the reporting below. It is not a reprint — the
wording is ours and the facts are theirs.

Live Science
“Why is Al going on a hacking spree?”

Published Sunday, August 23, 2026
Read by us on Monday, August 24, 2026

https://www.livescience.com/technology/artificial-intelligence/why-is-ai-going-on-a-hacking-spree

WHAT IS IN THIS PACKET

The article with a note on each question, a word search, a crossword, and the answer key
to both.

COPYING AND REUSE

Free to print, copy and hand out for classroom use. Please keep this page with the packet,
so the next teacher can see where the story came from.

More where this came from

If this short lesson worked for your class, our full workbooks go further with the same
care:

= Complete units with student and teacher editions
= Worked solutions for every exercise
= Standards-aligned, classroom-tested, print-ready

See the full lessons at 3andB.com

© 2026 3andB Inc.
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