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Steam leak shows why old servers still matter

A huge release of old PC game files reveals lost prototypes and raises questions about

security, storage, and preservation work.

A faceless technician handles an old hard drive in a server room filled with glowing storage equipment.

A massive collection of old Steam game files be-
gan circulating online this weekend, exposing
more than a decade of PC gaming history from
Valve's earlier server system, according to report-
ing by Ars Technica. The collection is about 12 ter-
abytes, which is large enough to hold millions of
documents or many thousands of game builds, and
it appears to include files tied to Steam titles from
2003 through 2013.

Steam is Valve's digital storefront and delivery sys-
tem for PC games. When a user clicks install or up-
date, the visible part is simple, but behind it is a
content distribution system: servers, file structures,
permissions, version records, and download tools
that move game files from a company’s storage to
a customer’s machine. The leaked material report-
edly comes from Steam2, an older server architec-
ture that Valve replaced in 2013 with the current
SteamPipe system.

That date matters because software work is not
just about the newest app. Companies often de-
pend on older systems, called legacy systems, long
after the people who built them have moved on. A
legacy system may still hold valuable files, old cre-
dentials, forgotten interfaces, or outdated security
assumptions. In this case, Ars reports that the
leaked collection includes thousands of depots. A
depot is a package of game content on Steam’s

back end, such as a version of a game, a test build,
or a set of files used for installation.

For game developers, a build is a working version
of software at a particular point in development.
Public release builds are the versions customers
were meant to play. Pre-release builds, prototypes,
and playtest versions are different: they may in-
clude unfinished levels, temporary art, unused me-
chanics, placeholder files, or developer experi-
ments. Ars reports that the collection includes ear-
ly or cut material from well-known games, includ-
ing playable pre-release versions of Portal 2 and
early material connected to Left 4 Dead 2,
Counter-Strike: Global Offensive, and other titles.

The leak is interesting to fans because it may re-
cover material that archivists thought was lost. A
digital archivist preserves software, files, metada-
ta, and context so future researchers can under-
stand how digital work was made. Unlike a printed
book, a game can depend on servers, file formats,
tools, operating systems, and licenses that change
or disappear. If an old build exists only on an aging
hard drive or a retired server, it can vanish even
though the final game remains famous.

The same event is also a security story. Ars reports
that several Valve watchers and community mod-
erators said the files may have been available
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through a public APl endpoint. An API, or applica-
tion programming interface, is a controlled door-
way that lets software request data from another
system. An endpoint is a specific address or func-
tion inside that doorway. A well-designed API
should return only what a user or system is autho-
rized to access. If an old endpoint exposes files
that were never meant for the public, the problem
may not be a movie-style hack; it may be a configu-
ration, access-control, or maintenance failure.

That distinction matters for CTE pathways because
real cybersecurity work often looks less dramatic
than breaking into a system. It can mean auditing
old services, checking permissions, documenting
what data each endpoint returns, retiring unused
infrastructure, and testing whether public access is
truly intended. The work requires reading logs, un-
derstanding network traffic, knowing how storage is
organized, and being patient enough to trace how a
system changed over years.

The leak is spreading through BitTorrent, a peer-to-
peer file-sharing method where users download
pieces of a file from many other users instead of
one central server. That makes the collection diffi-
cult to remove once many copies exist. For any
company, this is a reminder that digital control is
strongest before files escape. Afterward, the work
shifts toward incident response: figuring out what
happened, what files were exposed, whether any
private or partner material is included, and how to
prevent the same mistake elsewhere.

Written from reporting by Ars Technica.

There is also a production-side lesson. Valve
changed from Steam2 to SteamPipe in 2013. Ars re-
ports that SteamPipe used standard HTTP file trees
and made updates more efficient by downloading
only file differentials, meaning only the changed
pieces instead of the whole file set. That is the kind
of back-end improvement customers may barely
notice, but it affects bandwidth, patch speed, de-
veloper workflow, and approval bottlenecks.

The jobs around a system like this are not all the
same. A back-end engineer designs the services
that store and deliver files. A release engineer pre-
pares builds so the right version reaches the right
users. A QA tester, short for quality assurance
tester, checks whether a build works and whether
a patch breaks something. A security analyst looks
for exposed data and weak access controls. A digi-
tal preservation specialist focuses on keeping his-
torical software usable and understandable. This
one leak touches all of those roles.

It also shows why documentation and asset man-
agement are employability skills, not paperwork
chores. If a company does not know what an old
server contains, who can access it, or which files
should be retained, the risk grows over time. At the
same time, preservation has value: prototypes and
cut content can show how creative and technical
decisions were made. The hard part is balancing
public interest in history with the rights of develop-
ers, publishers, and platform owners who never
meant every test file to become public.
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THINK IT THROUGH

1. When old software files have historical value but were not meant to be public, who should get to
decide whether they are preserved, released, or kept private?

A strong answer: A strong answer should weigh cultural preservation, company ownership, developer privacy,
customer interest, and possible harm from releasing unfinished material.

2. If you were hired to audit an old content server, what would you prioritize first: preserving files,
locking down access, documenting the system, or shutting it off? Defend your order.

A strong answer: A strong answer should connect priorities to risk, business continuity, evidence gathering, data
classification, and the danger of making changes without understanding the system.

3. What does this incident suggest about the skills that matter most for entry-level tech workers:
coding, troubleshooting, documentation, security awareness, or teamwork?

A strong answer: A strong answer should argue for a mix of technical and workplace skills and use the Steam
example to show why no single skill is enough.
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Steam leak shows why old servers still matter
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Steam leak shows why old servers still matter
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ACROSS DOWN
4  Systematic review of systems, records, 1 Older system still used after newer

or controls for problems and proper technology appears

operation 2 Descriptive file details such as source,
6 Ordered set of tasks for completing a date, and version

process or project 3 Connected computers or devices that
7  Connection's information-transfer can exchange information

capacity over a given time 5  Specialist who preserves digital records
9 APl location or operation where and their context for future research

programs request information 8 Back-end bundle of game content, such
10 Early experimental model used to test as installers or test builds

ideas before completion
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Steam leak shows why old servers still matter — answer key
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Steam leak shows why old servers still matter — answer key
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ACROSS DOWN
4  Systematic review of systems, records, 1 Older system still used after newer
or controls for problems and proper technology appears
operation 2 Descriptive file details such as source,
6 Ordered set of tasks for completing a date, and version
process or project 3 Connected computers or devices that
7  Connection's information-transfer can exchange information
capacity over a given time 5  Specialist who preserves digital records
9 APl location or operation where and their context for future research
programs request information 8 Back-end bundle of game content, such
10 Early experimental model used to test as installers or test builds

ideas before completion
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Where this came from

This article was written for 3andB from the reporting below. It is not a reprint — the
wording is ours and the facts are theirs.

Ars Technica
“A 12TB Steam “teraleak” spills more than a decade of lost PC gaming history”

Published Sunday, August 30, 2026
Read by us on Monday, August 31, 2026

https://arstechnica.com/gaming/2026/08/a-12tb-steam-teraleak-spills-more-than-a-decade-of-lost-pc-gaming-history/

WHAT IS IN THIS PACKET

The article with a note on each question, a word search, a crossword, and the answer key
to both.

COPYING AND REUSE

Free to print, copy and hand out for classroom use. Please keep this page with the packet,
so the next teacher can see where the story came from.

More where this came from

If this short lesson worked for your class, our full workbooks go further with the same
care:

= Complete units with student and teacher editions
= Worked solutions for every exercise
= Standards-aligned, classroom-tested, print-ready

See the full lessons at 3andB.com
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